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ACTION SY-05 

INFO OCT-01 ISO-OO SYE-00 SSO-OO /006 W 

116807 251942Z/73 

O 251933Z MAY 78 

FM AMEMBASSY MOSCOW 

TO SECSTATE WASHDC NIACT IMMEDIATE 2220 

SECRET MOSCOW 1 1770 

SY CHANNEL 

FOR A/SY/OPS/T 

E.O. 11652: XGDS-2 
TAGS: ASEC 

SUBJECT: TECHNICAL PENETRATION OF US EMBASSY MOSCOW 

REF: (A) MOSCOW 11684, (B) MOSCOW 11713 
(C) MOSCOW 11720 

1 . WE HAVE ENTERED AND EXPLORED TUNNEL. IT HEADS ABOUT 
25 FEET DUE NORTH THEN MAKES A GRADUAL LEFT TURN AND 
FURTHER PROGRESS IS BLOCKED ABOUT 40 FEET FURTHER ON BY 
A SHEET METAL BARRIER. BARRIER APPEARS TO DEFINITELY BE 
OFF THE EMBASSY COMPOUND. 


2. THERE ARE FOUR CABLES EXITING THE CHIMNEY THAT HEAD 
DOWN THE TUNNEL. ONE SERVICES THE ANTENNA, TWO GO INTO 
THE BACK OF THE LINE BOX MENTIONED IN REFTEL C, AND ONE 
CONNECTS TO A UHER MICROPHONE WITH A SWITCH ENCASED 
IN A PLASTIC BAG. ALL FOUR CABLES TERMINATE IN A JUMBLE 
OF CABLE LOCATED ABOUT TWO FEET IN FRONT OF THE SHEET 
METAL. 


3. ABOUT TEN FEET BEYOND THE BEND THREE HEAVY BLACK 
CABLES ENTER WHAT APPEARS TO BE THE BASEMENT OF THE 
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SOVIET APARTMENT BUILDING. THESE CABLES CONTINUE DOWN 
THE TUNNEL AND ENTER THE JUMBLE IN FRONT OF THE SHEET 
METAL. 


4. TWO HEAVY BLACK CABLES EXIT THE JUMBLE AND GO 
THROUGH THE ROOF OF THE TUNNEL. 
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5. TUNNEL CEILING TURNS FROM BRICK TO SHEET STEEL BEYOND 
POINT WHERE THREE CABLES ENTER BUILDING BASEMENT. 

6. SMALL OPENING (TWO FOOT SQUARE) IS LOCATED TO THE 
SOUTH JUST IN FRONT OF SHEET METAL BARRIER. THIS OPENING 
IS BLOCKED OFF BY LOOSE BRICK. 

7. THERE APPEARS TO BE FIVE TRIP WIRES CONNECTED TO THE 
LOOSE BRICK FILL. THESE WIRES ARE SOLDERED TO HEAVIER 
GAUGE WIRES THAT EITHER ENTER THE WIRE JUMBLE OR A PLASTIC 
WRAPPED OBJECT ABOUT THE SIZE OF A TRANSISTOR RADIO. 

8. TWO TUNNEL ACCESSES ARE IN THE SOVIET CHANGING ROOM 
AS REPORTED IN REFTEL C. 

9. WE ARE NOW TRYING TO TRACE ALL CABLES WITHOUT 
DISTURBING TRIP WIRES. 

10. SINCE OPPOSITION WILL DEFINITELY BE ALERTED AT 8:00 

A.M. WHEN SOVIET WORKERS WILL BE DENIED ACCESS TO CHANGING 
ROOM, WE REQUEST IMMEDIATE DEPARTMENTAL GUIDANCE. 

1 1 . ONCE OPPOSITION IS ALERTED, WE SUSPECT THEY WILL 
ENTER TUNNEL FROM THE FAR END AND SEAL OFF ACCESS OR 
REMOVE AS MUCH CABLING AS POSSIBLE. 
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12. PHOTOGRAPHIC DOCUMENTATION CONTINUES. MATLOCK 
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